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ABSTRACT
Access control models need to be interoperable when administra-
tive domains with heterogeneous access control models needto
collaborate. Even, collaboration among homogeneous access con-
trol models is not straight-forward due to the different security or-
derings they might employ. In this paper, we briefly put forward
an overlay formation mechanism based on chameleon hash func-
tions. The mechanism allows collaborators to map their collabo-
rating entities into a new collaboration specific security ordering
that is agreeable to the peer collaborator. Collaborators use over-
lays as interoperation interfaces. By digitally signing each others’
overlays, organizations enter into collaboration. Since overlays are
virtual mappings, defining an overlay does not interfere with the
access control model of the host organization. The use of over-
lays hides the internal security ordering of an organization from its
collaborators. The trapdoor collision property of chameleon hash
function ensures the privacy of collaboration agreements.

Categories and Subject Descriptors
D.4.6 [Operation System]: security and protection—Authentica-
tion, Cryptographic controls; K.6.5 [Management of Computing
and Information Systems]: Security and Protection

General Terms
Security, Design, Management.

Keywords
access control, interoperability, name spaces, chameleonhash.

1. INTRODUCTION
Collaboration amongst organizations is a pressing need in the

current trend of globalization and outsourcing. Organizations col-
laborate for a common goal by contributing their resources and
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users. For example, work-flow systems spanning across several au-
tonomous organizations (administrative domains), computational
grids where computational resources and service users belong to
different administrative domains, military and intelligence coali-
tions, collaboration through outsourcing,et al. Depending upon
the size and the functional requirements, organizations deploy dif-
ferent types of access control models; standard or proprietary. Such
a heterogeneity in access control models demands their interoper-
ability when organizations need to enter into collaborations. Our
goal is to provide a simple and manageable mechanism that allows
collaborators to easily integrate each others’ users and resources,
irrespective of the heterogeneity in their underlying access control
(AC) models.

The primitive goal of an access control framework is to effi-
ciently manage the entities (users and resources) under itscontrol.
A typical deployment of an access controlframeworkis a combi-
nation of the following three logical components: anaccess control
model, policies, andenforcement mechanisms. The access control
model provides means to arrange, efficiently manage entities and
define relations among them. The policy languages are employed
to provide properties that are difficult to achieve under AC model
alone, e.g., context-sensitive access requests. And, the enforcement
mechanisms are employed to enforce outcomes of access requests
to a resource. They are also used in situations where certainre-
quirements are contrary to the inherent properties of the underlying
AC model. The interfluve of functional scope of these three log-
ical components is not strict and may vary in actual deployment,
according to the requirements and nature of the setup.

An additional requirement for collaboration in distributed envi-
ronment is that the communication across participating domains
should have authenticity and non-repudiability properties. These
properties can be provided by enhancing theenforcement mecha-
nismscomponent of access control frameworks, i.e., by integrat-
ing cryptographic primitives. Therefore, the choice of PKIplays
a pivotal role in deciding the autonomous and dynamic natureof
the resulting collaborative environment. The use of X.509 type of
PKI – a top-down, centralized architecture – does not allow the AC
frameworks to remain truly decentralized. SPKI [1] is an alterna-
tive PKI suitable for distributed environments. Our approach is par-
tially motivated by the treatment of names in SPKI. However,our
approach provides following distinct advantages over SPKI-based
approach for interoperability: i) usability – XML based security
assertions can be readily used without making them part of cer-
tificates, ii) privacy – collaborators cannot reveal the collaboration
specific details to others without peers’ consent, and iii) identifying
asymmetric key pairs as a common denominator among collabora-
tors, nullifies the heterogeneity of their deployed PKIs.
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2. DESIGNING OVERLAYS
To achieve interoperability among heterogeneous AC models,

we have empowered theenforcement mechanismscomponent of
access control frameworks by providing an utility to form overlays.
The utility derives its strength from the trapdoor collision property
of chameleon cryptography and the naming treatment of SPKI.In
the following we shall briefly explain the properties of chameleon
hash function and our approach to use these properties to devise
a naming scheme. Then we shall explain the use of this naming
mechanism to form overlays and use of such overlays as collabora-
tion interfaces to forge collaborations.

2.1 Chameleon hash function

DEFINITION 1. [3] A chameleon hash functionis a one-way
hash function like any other universal hash function, e.g.,SHA-1,
except that the function is public-key dependent and the corre-
sponding private-key gives an ability to efficiently find a pre-image
colliding to a pre-computed hash generated with another pre-
image.

A chameleon hash functionis associated with a pair of public
and private keys (the latter called atrapdoor or collision key) and
has the following properties [3].

1. Anyone who knows the public key can compute the associ-
ated hash function.

2. For those who don’t know the trapdoor the function is col-
lision resistant in the usual sense, namely, it is infeasible to
find two inputs which are mapped to the same output.

3. However, the holder of the trapdoor information can easily
find collisions for every given input.

Let, K andSKdenote an asymmetric key pair, whereK is a pub-
lic key (or hash key) while SK represents the corresponding pri-
vate key. CHK(., .) denotes the associated chameleon hash func-
tion, which can be computed efficiently given the value ofK. On
input (pre-image) a messagem and a random stringr, this func-
tion generates a hash valueCHK(m, r) which satisfies the following
properties [3].

Collision resistance There is no efficient algorithm that on in-
put the public-keyK can find pairsm1, r1 andm2, r2 where
m1 6= m2, such thatCHK(m1, r1) = CHK(m2, r2), except with
negligible probability.

Trapdoor Collision There is an efficient algorithm that on input
the trap-doorSK, any pairm1, r1, and any additional message
m2, finds a valuer2 such thatCHK(m1, r1) = CHK(m2, r2).

Uniformity All messagesm induce the same probability distribu-
tion onCHK(m, r) for a givenr chosen uniformly at random.

DEFINITION 2. Commitment hash:A principal “A”, denoted
by its public-key KA, constructs a message MA and randomly
chooses a number RA to obtain chameleon hash value XA by
applying CHKA(., .) over MA and RA, i.e., CHKA(MA,RA) = XA.
The message MA used to produce the commitment hash is called
commitment-hash-message.

A commitment hashXA produced over pre-image (MA,RA) by
principalKA is denoted by a four-tuple:< KA,MA,RA,XA >.

DEFINITION 3. Commitment:Principal “A” issues a commit-
ment for a message mi over commitment hash< KA,MA,RA,XA >

by finding ri , such that CHKA(mi , r i) = CHKA(MA,RA) = XA. The
message mi used to produce the commitment is calledcommitment-
message.

A commitment r i , issued by principalKA (using its trap-
door), over a commitment hash< KA,MA,RA,XA > for a given
commitment-message mi is denoted by a six-tuple:
< KA,mi , r i ,MA,RA,XA >. Commitments for a given commitment
hash can only be found with the knowledge of trapdoor.

We would like to note that, the input messages (commitment-
hash-messageandcommitment-message) to chameleon hash func-
tions are text strings. We are free to decide the contents of these
strings. One can use this fact to convey desired semantics. Aprin-
cipal can utilize thecommitment-hash-message Mto convey cer-
tain semantics, by choosing anR and generating the hashX. Thus,
the commitment hash< K,M,R,X > is an assertion made by the
principalK aboutM. To enforce the semantics inM, the principal
K issues commitments to intended principals by embedding their
identities (e.g., public-key) into thecommitment-messages. For ex-
ample,< K,m1, r1,M,R,X > is a commitment issued by principal
K to principalKV , if m1 = KV . In the following sub-section, we
exploit this setting to define names and binding entities to them.

2.2 Naming mechanism
Our approach of name treatment differs from SPKI in the tech-

nique used to define and bind names. SPKI uses certificates to de-
fine and bind names while we use chameleon hash functions. A
principal usescommitment hashto define names andcommitments
to bind entities to names.

Defining a local name:A principal chooses an arbitraryidentifier
and constructs thecommitment-hash-messagein a manner shown in
Figure 1, to generate acommitment hashby applying its chameleon
hash function. For example, principalKA (administrator of collab-
orative domain “A”) defines a local name “KA CID411Users” by
constructingMA as shown below and producing commitment hash
XA such thatCHKA(MA,RA) = XA.

MA := Name := KA CID411Users
Validity := not-before “2006-09-0100:00:00”

not-after “2007-08-3123:59:59”

Figure 1: Typical usage ofcommitment-hash-message part of
the pre-image to define local names

By the identifier string “CID411Users” we try to convey prin-
cipal KA’s intention to club together users taking part in a collab-
oration identified by number “411”. The above name definitionin
four-tuple form:< KA,MA,RA,XA >, that isCHKA(MA,RA) = XA.

Binding a subject to name: To bind a subject to a local name,
owner of the local name constructs acommitment-messagein
a manner shown in Figure 2, to generate acommitmentfor a
given commitment hash (i.e., local name). For example, princi-
pal KA binds a subjectKU1 to its local name “KA CID411Users”
by constructingmA1 as shown below and findingrA1 such that
CHKA(MA,RA) = CHKA(mA1, rA1) = XA, holds. Therefore,KU1 can
use thecommitment< KA,mA1, rA1,MA,RA,XA > as its member-
ship proof to< KA,MA,RA,XA >. In this fashionKA binds together
all the users, irrespective of their current location in thesecurity
ordering, that shall participate in collaboration “CID411”. In the
name binding example shown in Figure 2, subject’s identity is di-
rectly specified.KA may opt to bind a set of subjects defined under
other local name. This kind of indirect binding producesextended
names. Due to space restrictions, we could not elaborate construc-
tion of extended names and membership proofs constructed using
them. For complete details, readers are encouraged to refer[4].

390



mA1 := Subject := KU1

Figure 2: Typical usage ofcommitment-message part of the pre-
image to bind subjects to local names

Conferring authorizations: Authorizations are conferred over
names or subjects by issuing an authorization commitment hash
which is similar to name commitment hash by construction except
that the commitment-hash-message contains an additional con-
struct “PERMS” to indicate what all permissions members of the
“Name” construct (i.e., name) shall inherit. The respective com-
mitments issued to bind subjects to such definitions are calledau-
thorization commitments. Figure 3 shows a typical construction of
name commitment-hash-messageMB by principalKB (administra-
tor of collaborative domain “B”) to define name “KB CID244” with
authorizations specified under the construct “PERMS”.

MB := Name := KB CID244
PERMS := PRMS(ROLE.Manager) -PRMS.Update
Validity := TRUE(Task.T)

Figure 3: Typical usage ofname commitment-hash-message to
confer authorizations

Note the composition of construct “PERMS”. Principal KB, the
owner of name “KB CID244” has used a set of permissions at its
disposal by the underlying access control model; RBAC [2] inthis
case. Also note the construct “Validity”, the authorization is valid
until the task “T” is true. The above authorization commitment
hash is intended to regulate access requests (by placing it in the
ACL of shared resource of domain “B”.)

2.3 Forging collaboration
We have seen the constructions for name and authorization def-

initions and their binding with subjects. Domain administrators
make use of name and authorization definitions to form overlays.
An overlay in its simplest form consists of at least one name or au-
thorization definition. The set ofname definitionsin an overlay are
calledout definitionssince they are meant for mapping outgoing
users from local domain into a new collaboration specific ordering
as per the requirements of a peer collaborator. The set ofautho-
rization definitionsin an overlay are calledin definitionssince they
empower the incoming users from a collaborating domain.

Let us briefly explain a simple collaboration involving two ad-
ministrative domains (domain “A” and “B”) keeping in perspective
the name and authorization definitions given in the previoussub-
section. To forge a collaboration between domain “A” and domain
“B”, the respective domain administratorsKA andKB negotiate de-
signs of their respective overlays.KA binds its participating users
under theout definition“KA CID411Users”. On the other hand to
accommodate the incoming users from domain “A”, KB makes au-
thorization provisions under itsin definition “KB CID244”. As a
collaboration forging step,KB binds itsin definitionwith the out
definition from KA by issuing an authorization commitment that
makes “KA CID411Users” member of “KB CID244” and the col-
laborators digitally sign each others’ overlays.

In the above collaboration only the users from domain “A” and
resources from domain “B” are taking part. Intuitively, a user from
domain “A” composes its authorization proof with the help of com-
mitments that vouch its membership to domain “A’s” out definitions
and the authorization commitment issued by domain “B” to couple
together domain “A’s” out definitionswith domain “B’s” in defini-
tions.

2.4 Distinct advantages
1. Our mechanism to define names, authorizations and binding

entities to them allows collaborators to arrange their collab-
oration specific entities in a manageable and understandable
form. This abstraction of collaborating entities from restof
the underlying access control setup keeps the modifications
in pre-collaboration setup to the least possible. Only new
rules (in definitions) for visiting users from collaborating do-
main need to be incorporated in the host domain’s resource
ACLs. Upon completion of collaboration, the rules in ACLs
shall lapse and pre-collaboration functionality is restored.

2. The fact that the commitment-hash-message and commitment-
message are text strings, allows us a free hand at their internal
composition as per requirements. One can also utilize this
fact to incorporate the XACML/SAML structure to compose
these messages. The resulting assertions using such enriched
pre-image messages are useful in realizing complex policies.

3. Apart from standard signatures, undeniable signatures with
full convertibility are readily available, courtesy chameleon
hash functions. The use of chameleon signatures, which is an
efficient type of non-interactive undeniable signatures, as an
agreement for collaboration, gives a unique privacy property
to collaborations formed using our mechanism.

4. Having the requirement of just an asymmetric key pair, our
mechanism addresses heterogeneity of collaborators in terms
of their underlying access control models, type of PKIs they
use, and also their computational capabilities [4].

3. CONCLUSION
Overlays allow collaborating domains to map their users and

resources into an ordering suitable to peer collaborators’require-
ments. The approach to constitute overlays with two set of defini-
tions: in definitions– a new ordering of shared resources and per-
missions for incoming users, andout definitions– a new ordering
of outgoing users compatible with the ordering defined byin defi-
nitions of peer, gives a clear understanding of authorization flows
to domain administrators. Domain administrators enforce collabo-
ration by issuing authorization commitments, i.e., by coupling the
in definitionswith the peer’sout definitions. Such authorization
commitments become part of the authorization proofs presented
with each inter domain access requests and revoking these commit-
ments brings the collaborating domains to their pre-collaboration
functionality immediately. This is an important requirement in
ephemeral, dynamic collaborations.
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