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antenna

* 64 bit identifying
sequence

* No internal power
source

» Very small: .15 mm?

— * Cheap: 50 cents,
(T L] possibly 5 cents in

future




RFID tags are (and will be) pervasive
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Tags can:
- run a PRNG;
- run a hash function (H)

Tags cannot:
- grab any power but the power provided by

an external source -e.g. the reader- (are passive);
- unable to run public key crypto.

Readers:

- have enough power and memory;

- store the symmetric keys shared with the tags;

- there are... multiple readers (think of a Wall Mart warehouse).



We have designed a protocol that provides:

- information confinement in case of reader compromise;
- efficient, lightweight tag identification protocol;

- mutual authentication between tag and reader:;

- privacy and resilience to reply and (some) DoS attacks



Center set-up activities for:

Tags:
- generates n keys k_1, .., k_n:
- assign key k_i to tag ID_i

Readers:
- computes the n keys to be assigned to the m readers;
For instance, for reader ID_j:
For i=1 to n:
k_(i.)= HO_i 11 TD_j |1 k_i)

- Let K_j=<k_(1,j)...., k_(n,j)>, assign K_j to reader ID_j
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Reader ID_ j

Stores K_j, that is:

k(1))
k_(2.)

k_(i.j)

Tag ID_i
Stores just k_i

»
|

Computes:
H(k_i || ID_j || k_i) —

k_(i.j)




*Tag ID_i has been compromised: sorry, the adversary IS the tag.

‘Reader ID_j has been compromised !

Reader ID_j cannot pretend to be the reader ID_t, for t<j.

Indeed, once Reader ID_j sends ID_t to the tag, the tag
will compute:

k_(i,t)=H(k_i || ID_* || k_i)

But k_(i,T) will not belong to K_j



Preliminaries:
- Given:

‘r_pe {01}t forp=1, .. g
o_p = k_(i,j) XOR r_p

- Define the function DPM as:
DPM: {0,1}t >{0,1}, where DPM(r_p)=P(M(r_p)) where:

M: {01}t > {0,1}L/3 and P: {0,1}-/3 >{0,1}

- Let Ve{0,1}9 a vector of q bits.

Populate vector V as: V[p]=-DPM(r_p)



The function DPM:

4 >’
o M 1
T~
L bits < /v' M 2
T~
= M (L/3)

M_i: majority function, defined as:

< ~ — = o

1 bit result

>

M_1=b_(1 AND b_2) OR (b_1 AND b_3) OR (b_2 AND b_3)

parity function, defined as:

P=M_1 xor M_2 xor ... xor M_(L/3)
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Fig. 1. The proposed protocol

‘r_pef0I}t forp=1,..,q
‘o_p=k_(i,j) XOR r_p

*VIpl-DPM(r_p)
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Global variables: n ;g ; K DB
Input . g, Vow >
Output : The active entries of the KDB.

for i=/ to n do
Active[u] = T'rue

end

count = 0;a =0

while a < g do

u=>~0 N
while © < n do
if Active[u] then

7" = aa & KDBlu]

if DPM(r') # V[a] then >
Active[u] = False
count + +

end
end
U+ +

end
a+ +

end

if count = n then

| fail
else

‘ return K DB(j] s.t. Active|j] = True
end




Outcome of the identification procedure:
- no active entries are left in the KDB (a failea);
- one active entry is returned;

- more than one entry is returned.
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Simulation: protocol execution where the KDB (K_j) has 65,536 entries.



Assume the Identification protocol succeded:
just one entry has been returned

We now want to achieve mutual authentication.
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Where:
O=H(K_@i.§) [ n_j 11 r_1 [ k_(i.j))
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Overhead analysis

Memory

Computations™

Reader ID_ j

K_j, that is: n keys

Tag ID_i

just one key: k_i

nq XOR, nq comparison

q invocations of PRNG
gL AND + gL OR +gL/3 XOR

2 invocations of H

2 invocations of H

*note that, on the average, g= log n.




Protocols comparison

Table 1. Comparison of our proposal with some protocols

Protocol Properties
Privacy|Mutual| DoS reply
auth. |resilience |attack res.
Our [this paper]| Yes Yes Yes Yes
OSK/OA [5] Yes Yes No Yes
CR/MW [3] weak | Yes Yes Yes
Ya-Trap|[2] Yes No No Yes




‘Relaxed the assumption that readers cannot be
compromised

‘Provided a confinement technique: the secret
database of each reader is made reader-dependent

‘Proposed a lightweight, probabilistic tag
identification mechanism that:

* IS privacy preserving;

-is leveraged to achieve mutual authentication
between the reader and the tag;

-is resilient o DoS and replay attacks.
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